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1. INTRODUCTION 

1.1. Purpose 

 

The purpose of the Software Design Development Document is to elaborate the 

architecture and system design of the serious game project entitled as PMLAB: A Serious 

Game for COE-DAT as a Virtual Policymaking Laboratory.  

The target users of the project are high-ranking military personnel of NATO COE-

DAT. The PMLAB, is planned to utilize in theoretical courses about counter-terrorism 

given by NATO COE-DAT to train military personnel. This study aims to provide a virtual 

policymaking laboratory in order to improve strategic and decision-making skill of the 

military personnel. According to a fictitious country created, the project is supported with 

possible and realistic terror incidents scenarios which are approved by NATO COE-DAT 

military personnel.  

1.2. Scope 

 

The project has been conducted with the help of NATO COE-DAT (Centre of 

Excellence Defense Against Terrorism) by using their military knowledge. It will provide 

a serious game to support theoretical counter-terrorism courses of NATO COE-DAT. 

Therefore, PMLAB will be useful for military personnel.  

The trainee, military personnel, has opportunity to see various aspects of terrorism, and 

according to terrorism aspects, trainee has to decide on some actions. In this way, the 

PMLAB provide the benefits of developed decision-making and strategic skill to trainees. 

In the serious game, the trainee encounters with a terror incident. Terror incidents taken 

place randomly are supported with virtual simulations to recognize and live through the 

incident. After facing with the terror incident, the trainee has to decide on whether to share, 

to not share or to give incomplete information about the terror incident. The trainee shall 

interact with non-player characters (see glossary) that are media and public about the 

decision. Furthermore, a response to the terror incident shall be given by the trainee. Taking 

response from NPCs and responding them is also possible in the game. According to the 

decisions and responses of both trainee and NPCs, the score of the trainee is calculated for 

the terror incident. At the end of the game, the trainee can display his/her own performance. 
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Norton (2013) states that as a game engine, Unity 3D has become popular among both 

professional and amateur developers. One of the factor that makes Unity popular is that it 

has a user-friendly development environment and simple interface (Huang & Gui, 2015). 

In addition, it also supports various programming languages such as C#, Boo and 

JavaScript; furthermore, it is a cross platform game engine which allows working on any 

operating system (Okita, 2014). Due to these features, game developers can create a video 

game more easily and quickly by using Unity 3D (Creighton, 2010). As a result, Unity 3D 

is appropriate for the PMLAB project. Hence, the designing and programming of the 

project will be performed on Unity 3D as a 2D game.  

As a project group, we have chosen the C# programming language, since all members 

of the group are able to use C# programming language, and Unity3D supports this 

programming language. Blender, 3D Studio Max can be used in modelling objects, and free 

model assets in unity asset store also can be utilized. 

1.3. Glossary 

 

Terms Definitions 

Trainee The military personnel that plays the game. 

Non-player Character 

(NPC) 

The characters (that have counter-terrorism roles and allies’ roles of the 

participant) are played by computer (Merrick and Maher, 2006). 

Cross Platform A system related with computer that can work across different operating 

systems or platforms (Techopedia.com, 2017). 

Gantt Chart The graphical demonstration of a project schedule with end dates, finish 

dates, elements of the project (Investopedia, 2017). 

UML diagram A diagram represents the structure of an object-oriented software design 

(Selonen, et al. 2003). 

Block diagram A diagram that illustrates the relation between components of the system 

with shapes and lines (BusinessDictionary.com, 2017). 

Table 1: Glossary Table 
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1.4. Overview of the Document 

The document continues with the following sections with explained contents. 

o Section 2: “Architecture Design” that contains actors, exceptions, basic 

sequences, priorities, pre-conditions and post conditions is detailed. In addition 

to architectural design, class diagram of the system is also explained.    

o Section 3: “Use Case Realization” that includes a block diagram of the system 

takes part in section 3. The diagram is created with respect to the use cases 

explained in the System Requirement Specification document. 

o Section 4: “Environment” part which indicates sample environment 

visualization of the project prototype is in the section 4. Also, the scenario for 

prototype is expressed. 

o Section 5: “References” are indicated in the section 5. 

o Section 6: “Appendix” is attached to section 6. 

1.5. Motivation 

 

As a senior project group, we are interested in both game and defence field. In this 

project, we serve a useful and critic purpose about improving strategic skills of the military 

personnel about counter-terrorism. For this reason, we feel honoured to contribute into 

NATO COE-DAT about counter-terrorism issue. A card game has developed in order to 

obtain comprehensive understanding of the game and project, and we have benefited from 

it to eliminate the deficiency of the game. We selected Unity 3D game engine, which 

provides easy usage for creating games, to develop PMLAB. However, all members of the 

group did not have any knowledge about using Unity 3D. Some books, e-documents and 

online videos have been utilized to improve our Unity 3D knowledge. 

2. ARCHITECTURE DESIGN 

2.1. Simulation Design Approach 

 

The most common types of agile software development methodology that is Scrum has 

been determined to use in development methodology. Scrum development methodology 

provides easy planning, fast feedback, frequent checkpoints and improved return on 

investment (Yilmaz, 2017). Scrum is used to manage complicated software projects. It 

gives descriptions about how tasks in the project is to be done in details instead of providing 
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complete on project. Scrum development methodology divides project time into the 

periods, and divides works into sub-works. In the project development process, the sub-

works are completed within a certain period. All of these periods are called “sprints”. At 

the end of each sprint, software product should be available and workable (Cohn, 2017).  

The scrum team should decide the number of sprints to divide the project process. The 

scrum teams are small. The ideal size of the team should be 7 +/- 2 people (Scrum-

institute.org, 2017). 

 

Figure 1: Sprint of the Project        

Sprints are significant part of scrum methodology in the scope of the quality objectives. 

Each sprint provides a definition about what will be produced, it includes a design guide 

and a flexible plan. (Schwaber & Sutherland, 2017). Due to mentioned features above, 

scrum methodology is an appropriate method for this project. In our project, the total 

project development time was divided into four sprints as shown in Figure 1. At the end of 

each sprint, the output is tested, and required arrangements and maintenances are done.  
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Figure 2: Scrum Board with Tasks 

A scrum board (in Figure 2) have been also used to complete tasks in the current sprints. 

Tasks are written on different cards. Scrum boards is divided into three stages. These stages 

are “To Do”, “In Progress”, “Done” respectively. “To Do” stage includes the task cards 

which will be planned to complete according to priority of the tasks. “In Progress” stage 

represent the task which are currently continued. In the “Done” stage, successfully 

completed tasks are indicated. “To Do” stage contains tasks which are determined in the 

first scrum meeting. These specified tasks are listed below. 

• Design Scenario Characters 

• Design Environment Model 

• Design Military Characters 

• Create Textures 

• Animation 

• Testing 

The Gantt Chart represented in Appendix A shows the time schedule of the project. It 

consists of two parts. The first part consists of research and documentation. 

Documentations contains literature review, preparation of SRS and SDD documents. In 
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addition, the preparation and publication of the project's website is among the works to be 

done in this section. All the jobs in the first section cover approximately 80 days, and 

waterfall methodology has been used. The second part deals with the development of the 

project. It consists of 4 sprints. Each sprint covers a 30-day period. In the Sprints, Scrum 

development was done taking into consideration the job scheduling, and at the end of each 

sprint a period of time was used for the test. 

2.1.1. Class Diagram 

 

 

Figure 3: Class Diagram of PMLAB Project 

UML diagrams are a standard method for modelling and planning the system's 

software. Figure 3 shows the UML diagram for PMLAB. The “Game Master” class is 

the main class that involves all systems. It has a direct connection to all other 

subsystems. “Game Master” class includes “Actor”, “NPCs”, and “Game” classes. The 

main class provides the connection between subclasses. The “Actor” class represents 

users who use the system. “Trainee” and “Admin” classes inherit from the “Actor” 

class. “Admin” class represents actors who can modify and edit the system. “Trainee” 

class represents the actors who will play and be trained. “NPC” class is a class that can 

decide, play and behave like a player in the game. The characters and functions of the 

different members of the “NPC” class are determined by the programmer. The media 
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and the public are defined as NPCs. Game class is about the content of the game. 

“Incident” class, which is a subclass of the “Game” class, holds information and 

functions of terror incident. 

2.2. Architecture Design of Simulation 

2.2.1. Profile Management 

 

Summary: The game system can be used by admin and trainee who are both 

military personnel. The trainee can register and login to the system, display all own 

scores. In addition to these, Admin can interfere with user accounts. 

Actor: Trainee, admin 

Precondition: Both must be military personnel. 

Basic Sequence: 

1.  Trainee registers with ID on the military identification card. 

2. Trainee login to the system with ID and password after registration. 

3. Trainee can display all his/her scores on the system. 

4. Admin can confirm the registration of new interns. 

5.  Admin and trainee can logout the system. 

Exception: Database connection can be failed. 

Post Conditions: The necessary setup for the game. 

Priority: Low 

2.2.2.  Admin Page 

 

Summary: This system will only be used by admin. Admin will be able to make 

changes about the game in this panel. They will be able to view the scores of all 

participants. Admin will be able to add, delete, and update scenarios for the game. For 

all characters (NPCs and trainee), it will be able to add, delete and update the response 

by admin. 
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Actor: Admin 

Precondition: The number of admins controlling the system is sufficient 

Basic Sequence: 

1. Admin can configurate scenario settings such as add, delete and update 

scenarios. 

2. Admin also configurate response settings such as add, delete and update 

responses. 

3. Admin must calculate the payoff matrix for every change that makes in the 

game. 

4. Admin can display all players' scores and sort them among them. 

Exception: Incorrect information input by admin. 

Post Conditions: Changes made by the administrator must be successfully installed on 

the system.  

Priority: Height 

2.2.3. Game Page 

Summary: This system contains the whole system in which the game is played. 

For strategic planning, all reactions and events are organized. Trainee and admin can 

use the system by logging in with the necessary information. 

Actor: Trainee, admin                                                                     

Precondition: The participant can login to the system. 

 Basic Sequence: 

1. The trainee chooses a region on the map where the terrorist incident take place. 

2. The trainee follows the simulation of the terrorist incident that occurs in the 

selected region. 

3. The trainee has the right to response to the general or selected character of the 

terror incident. 

4. There is a requirement that there are enough stamps to give a response. It can 

control the number of stamps. 
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5.   The trainee can give the information about the terror incident NPCs. 

6. The player can response to the characters. 

Exception: Database connection can be failed. 

Post Conditions: Record scores taken in the game. Giving feedback about your 

strategic planning in the game. 

Priority: Height 

2.3. Activity Diagram 

 

 

Figure 4: Activity Diagram of Scenario Generator 

 

        The activity diagram in the Figure 8 indicates working system of the scenario 

generator. First, trainee shall choose a site from the list. Then, the trainee has to decide 

about terror incident whether to share, to not share or to tell a fib. If the trainee does not 

share the information of the incident, s/he can only give response. Otherwise, the trainee 
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can give and take responses. At the end, some methods and algorithms are used to 

calculate performance of the trainee to end the game of scenario. 

2.4. Flowchart 

 

 

Figure 5: Flowchart of the PMLAB Project 

 In the Figure 5, flow of the game is illustrated with flowchart according to view of the 

trainee. 
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3. USE CASE REALIZATIONS 
 

 

 

Figure 6: Components of PMLAB 

3.1. Components of PMLAB 

 

In the figure 6, designed components of the PMLAB is demonstrated with a 

block diagram. The system consists of three main components, and each component 

has own sub-system. 

3.1.1. GUI Design 

 

GUI design provides interaction between the trainees and the system.  It comprises 

main page, game map panel, and game panel. First of all, the trainee encounters with 

main page which is the start page of the system. In addition, trainee is also able to 

register, login, logout from the system and display his/her own all old scores.  
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Figure 7: Map of Tobuta country 

The designed fictitious cities of Tobuta country are indicated in the Figure 7. 

These cities are Sidun, Minagu, Bellina, Mahatu, Hafeld, Bruno, Bertio, Narder, Wana, 

Wealda and Sobolino. Different terror incident scenarios (see Appendix B) has been 

written for the cities. Hence, the game map panel provides selecting a site from the map 

to play. The game panel is accessed after selecting a site from the map. The panel 

includes a random scenario that is belong to that site, the trainee plays the game on this 

panel. 

3.1.2. Environment Design 

 

The system will use different environments for each terror incident scenario. The 

scenarios can be experienced indoors or outdoors according to contents of the incident 

scenarios. In other words, airport environment, harbour environment, office 

environment, etc. will be created for different scenarios. The environments can contain 

non-player characters and objects such as citizens, soldiers, aircrafts etc. 
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3.1.3. Sound Design 

 

Sound design provides to improve closeness to the reality of the game simulation. 

According to scenarios, related sounds will be integrated into the system such as 

physical attack sounds, victim and innocent people sound, vehicle (bus, aircraft) sound, 

etc. 

4. ENVIRONMENT 

4.1. Modelling Environment 

 

This project will be developed by using serious gaming techniques and Unity's 2D tools. 

Some tools are utilized to model the objects to be used in the game such as Blender, 3D 

Studio Max. However, there are many free models in the unity asset store. It is also possible 

to make models using these assets. 

In the project, it is planned to design different environments for each terrorist incident 

scenario. For the 18 different terrorist incidents, there are different environments in the 

environmental plan such as green areas, roads, office environment, airport environment, 

harbour environment, etc. 

 

 

Figure 8: Place Pickers for Terror Incidents 
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The map shown in the Figure 8 consists of virtual countries and cities. The place pickers 

on the map indicate that there is a terrorist incident in that area. By clicking on these place 

pickers, the simulation of the mentioned terror event begins. 

 

Figure 9: Game Scene of a Cyber-Attack 

In the Figure 9, the event about cyber-attack is simulated. As a result of the attack, the 

control of the dam gates is lost, and the related information is supported with a dialog box. 

After a short intro on the screen with the main outline of the event, a text about the details 

of the incident is displayed in the text form. 

 

Figure 10: Decision Panel of the Game Scene 

The check boxes, buttons and a text box will be used for decision-making and response 

functions. At the same time, the progress bar in the top panel, representing the stamp source, 

controls the sufficiency of resources for the trainee's reactions. It must be in every game 
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scene. There are buttons for sharing, do not sharing and giving incomplete information 

(telling a fib) options for deciding about information of the event (in Figure 10). Depending 

on the button clicked by the trainee, he must select non-player characters. Trainee uses the 

check boxes to select NPCs. Then, the decision has to be saved by clicking “Save Decision” 

button. The next panel will provide taking responses from NPCs and giving response to the 

terror incident and NPCs. The responses are listed with the terror incident explanation text 

after deciding about sharing the incident information, not sharing the incident information 

and telling a fib about information of the incident. The trainee has to select one or more 

responses from the list according to his/her stamp resources. That is, number of responses 

to select is limited by stamp resources. 
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6. APPENDICES 

Appendix A: 
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Appendix B: 

 

  TERROR INCIDENTS 
MILITARY PERSONNEL 

RESPONSE LIST 

1 

Five terrorists were defused last week while 

terrorist protests were being suppressed in the 

south of Boruno city. However, terrorists decided 

to open a case about this event in the Court of 

Human Rights. 

1. To start legal procedures.  

2. To impose a broadcast ban on against 

negative impacts. 

3. To impose a broadcast ban. 

2 

According to comprehensive researches, power cut 

issues are seen frequently during the day in the 

eastern villages of the city of Minagu. Terrorists 

broke down the electrical system, and they are 

using illegal electricity. 

1. To send a team to the region. 

2. To use violence in order to suppress protest 

of public.             

3. To impose a broadcast ban. 

3 

The harbour in the northeast was physically 

attacked by terrorists, and the entry and exit for 

ships were blocked. Import and export of the 

country have stopped. The economic crisis is 

unavoidable!  

1. To make secure the region.                           

2. To send a team to the region. 

3. To impose a broadcast ban. 

4. To stop harbour for trades. 

4 

The transponder of the airport was cut by terrorists. 

The passengers are nervous! Flights from abroad 

are planned to continue without transfers. 

Economic troubles will occur. 

1. To take precautions against possible 

dangers by sending a team.                       

2. To make researches about transponder 

breakdown. 

3. Ignoring the event without doing any 

research. 

5 

Terrorists, that stopped the intercity bus (from 

Sidun city to Minagu city), took the passengers 

hostage. 

 

 

 

 

1.To make movements by guaranteeing life 

security of the hostages and providing 

security of the region.  

2.To make movements by not considering 

life security of the hostages. 
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6 

 

Commander of the land forces were kidnapped by 

terrorists.  

1.To make movements by guaranteeing life 

security of the hostage.                                

2.To make a statement to the press  

3.To make movements by not considering 

life security of the hostage.    

7 

Petrol resources were seized. The resources in the 

east of the city of Hafeld are under threat. 

Terrorists are beginning to grab of some of them. 

1. To send teams to the related region. 

2. Attacking to cleanse the region from 

terrorist organizations. 

3. Being active in the region without 

considering life security of the civilians. 

8 

Attack on diplomatic relations! A military aircraft 

was detected in the air space between our country 

and the border country. Political relations with the 

neighboring country have become tense. Military 

vehicle is thought to be ours. Is there a complot? 

1. To take precautions against possible 

hazards by sending teams to the region. 

2. To investigate identification of the military 

aircraft. 

3. Ignoring the incident that is considered as 

unimportant. 

9 

A big commotion in college! At Lamar University, 

a group of terrorist university students invited 

against other students. The students who were 

brainwashed caused a big event at the university. 

1. To send a team to the region. 

2. Investigating to find the terrorist 

person/group who started the incident  

3. To place the people involved in the 

incident under arrest. 

4. To ignore the event that should not be 

exaggerated. 

5. To use disproportionate force on involved 

people. 

10 

 

Degrading news! A soldier was kidnapped by 

terrorists and the torture video of the soldier is 

circulating in the media! 

 

1. To impose a broadcast ban. 

2.To investigate the source of the sharing, 

and doing the required actions. 
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11 

Support for the terrorists from neighboring 

countries! The neighboring country "Frozaria" 

provides financial support and weapons to the 

terrorist organization! 

1. To tighten controls in the boundaries of the 

country. 

2. Indicating negative and cold attitude 

towards the relationship with the neighboring 

country. 

3. To hide the incident from human beings. 

4. To continue the relationship with the 

neighboring country same as before. 

12 

Forcible participation in terrorist organizations! In 

Narder, public are forced to join terrorist 

organizations. 

1. To make plans to prevent and stop 

terrorists. 

2. To contribute into actions to   raise 

awareness of the public about the issue. 

3. To ignore the difficult situations of the 

local public by believing that they can handle 

with it. 

13 
  The terrorists leaking in to Tobuta Federal Police 

were identified. 

1. To identify the leaked persons by 

conducting a thorough investigation of the 

incident.                              

2. To take suspicious people into custody as 

soon as the incident is detected. 

3. To take action without detecting the leaked 

persons. 

14 

By establishing a political party, the terrorist 

organization has begun to interfere in the state 

affairs through legal means. 

1. To make plans to prevent potential hazards 

by carefully examining the actions of the 

members of the political party. 

2. To not do anything by considering that the 

legal action is democratic. 

15 

  

 

 

The Central Bank of the State has detected a cyber-

attack. Customer's bank accounts are under threat.  

 

1. Detecting the source of the cyber-attack by 

researching the incident.                                   

2. To take safer precautions for future. 

3. To pass off the matter by considering that 

it is bank's own problem. 
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16 
A live bomb exploded in the center of the Hafeld 

city. 

1. Providing regional security.                                                                              

2. To send a military team to the region.      

3. To send a crime scene investigation team.          

4.  Make a statement to the press. 

5. To give misinformation/incomplete 

information about the situation to the public. 

17 
Terrorists are, also, attacking the education field. 

Schools in Bertio are forced to close. 

1. Providing regional security and arresting 

members of the terrorist organization. 

 2. Taking required precautions.  

3. To forward students to different schools by 

considering that the problem is solved. 

18 
Bruno city was reported to have been used for 

smuggling tobacco and drugs by terrorists. 

1. To send a team to the related region.  

2. To tighten controls at border 

3. To not interfere with the members of the 

organization captured from smuggling, and 

to let them to be released. 

 


